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This talk will cover the latest iOS malware 
creation & capabilities running on a non- 

jailbroken device with latest version of iOS 
  

This talk will not discuss targeting a jail-
broken device 



Who Am I 
Security Researcher – iOS iNalyzer PT framework 
Security Trainer:                                                     
Security Speaker:  
Chief Architect of R&D at Mi3 Security 
B.Sc. Biomedical Engineering 
Twitter addict From Israel 
 
 
 

 



Overview 
z  iOS Sandbox and Ecosystem 
z  Historic iOS Malware Properties 
z  Malware Reincarnations 
z  Corporate Targeting Malware and Personal Targets 
z  Detection and Mitigation 

 



About This Talk 
This talk will cover the current state of iOS malware.  
It will disclose a new approach for iOS malware 
creation. 
It will address the impact on corporate & private sector. 
It will outline updated mitigation and best practices. 

 



Questions to be addressed 

z  Can iOS be targeted by malware? 
z  What about Apple mitigation against malware? 

z  Who may be affected by iOS malware? 
z  I’m running iOS 9.2.1 non-jailbroken, am I affected? 

z  What can iOS malware achieve? 
z  What’s the worst case scenario? 



The iOS Ecosystem 



iOS Playground Rules 
z  All code must be signed 

 



iOS Playground Rules – Code Sign 
Every code running on an iOS device must be properly 
signed with an Apple provided certificate (Developer or 
Distributor). 
 
Code replacing, application patching, and repackaging 
of an iOS application *should* not be possible. 

 



iOS Playground Rules 
z  All code must be signed 
z  All apps are subjected to a review process 

 



h"ps://developer.apple.com/support/app-review/	



iOS Playground Rules – App Review Process 
Apple requests that developers submit their application 
for a peer review for stability and functionality. 
This process attempts to ban unwanted apps from the 
Apple App Store. 





iOS Playground Rules 
z  All code must be signed 
z  All apps are subjected to a review process 
z  Gaining certificates requires proper identification 

 



iOS Playground Rules – Developer Certificates 
Apple requires iOS Developers to supply proper 
identification during registration. 
Apple can request further proof of identification at their 
will. 

 



h"ps://developer.apple.com/programs/enroll/	



iOS Playground Rules 
z  All code must be signed 
z  All apps are subjected to a review process 
z  All certificates require identification 
z  All installations are validated on device 

 



iOS Playground Rules – Installation Validation 
Every installation on the device requires a signed 
package. 
In addition, since version 9, iOS validates the application 
developer certificate against Apple to identify misused 
and abused Development certificates (such as Provision 
any Certs). 
  

 



iOS Playground Rules 
z  All code must be signed 
z  All apps are subjected to a review process 
z  All certificates require identification 
z  All installation are validated on device 
z  Any misbehaving developer will be accountable 

 



iOS Playground Rules – Developer & App Bans 
Apple has an identity to target with sanctions 
It has been proven that misbehaving Developers were 
banned 
Applications removed from store 
Apple can pull an app from a device remotely 

 



iOS Playground Rules 
 
z  All code must be signed 
z  All apps are subjected to a review process 
z  All certificates require identification 
z  All installation are validated on device 
z  Any misbehaving developer will be accountable 
 



iOS Malware 
Distribution Review 



Distribution Tracks 
Malware in the Apple App Store 
Malware from a Distributor / Developer 

 



Distribution Tracks – App Store Malware 
 
z  ZergHelper	(Claud	Xiao,	paloalto	networks)	

 
z  xCodeGohst (Claud	Xiao,	paloalto	networks)	
	

 



Distribution Tracks – Distributor Malware 
 
z  Yispecter,	WireLurker	(Claud	Xiao,	paloalto	

networks)	

 
z  masque-attack (Hui	Xue,	Tao	Wei,	Yulong	

Zhang,	FireEye)	
	

z  A 

z  asdsada 



Historical Malware Capabilities 
z  Abuse private API to install and remove apps 

programmatically 
z  Abuse access to Address Book 
z  Abuse access to Calendar 
z  Abuse access to Photo EXIF metadata 
z  Abuse access to Microphone recording 
z  Abuse pin-point GPS Locationing 



Historical Malware capabilities 
z  Deanonymization of user     
z  Hijacking of legitimate CFURL calls 
z  Phishing credentials 
z  Polymorphism by remote updates  



iOS Playground Rules 
 
z  All code must be signed 
z  All apps are subjected to a review process 
z  All certificates require identification 
z  All installation are validated on device 
z  Any misbehaving developer will be accountable 
 



Corporate Security Response 
 

 
Invest in Jailbreak detection 



Vendor	will	install	an	agent	on	the	device	

 
Is device 

Jailbroken 
 



h"p://bizblog.blackberry.com/2015/09/jailbroken-security-
why-your-enterprise-needs-jailbreak-detecQon/	

2016	



MDM Responses 
 
Jail break detection 

h"ps://meraki.cisco.com/blog/2014/03/eliminate-the-
unknown-of-jailbroken-devices/	

2014	



h"p://www.biztechmagazine.com/arQcle/2012/05/why-
jailbroken-devices-are-security-risk-and-how-mdm-can-

detect-them	

2012	



Security Vendor Assumption 
 

If device is not Jail broken = No malware risk 
Updated 
Device 

Not 
Jail-

broken 



Sign in with Apple ID 





What Have Changed 



Sign in With Apple ID: 
z  Does not require 

Identification documents 
z  Any valid email address 

is sufficient  





Sign in With Apple ID 
z  Anonymous Developer 
z  No target for attribution 
z  Can always regenerate 
z  Resigning with new 

Certs  



h"ps://developer.apple.com/support/app-capabiliQes/	



iOS Playground Rules 
 
z  All code must be signed 
z  All apps are subjected to a review process 
z  All certificates require identification 
z  All installation are validated on device 
z  Any misbehaving developer will be accountable 
 



F(Profit) = F(Motive, Opportunity) 
 G(Loss)       G (Cost, attribution) 

 

Exploitability: does this 
Affect Me / My Org? 

Xkcd	font:	h"ps://github.com/ipython/xkcd-font	

Opportunity just scaled  
attribution decreased 

Exploitability	

Warning: Pseudo - math	



Most Common Malware 
Either targeting an application or a user: 
z  Evil-Client: Replacing an original application 

(hiding in plain sight) 
z  Evil-Sample: Providing a new Sample 

(hiding the evil functionality) 



Malware as an Evil Client 
Building Blocks 



Evil Client – Malicious / Repackaged   
Using Original Application as a host 
z  Identical Icon  
z  Identical Bundle Name 
z  Using Original Binary as a Host 
z  Modified or additional functionality  



ObjC Dylib injection 
Dylib injection into memory 
z  Overwrite functionality 
z  No need for original source code 
z  Shares memory 
z  Shares iOS policy & entitlements 



Cycript (@saurik) 
Javascript & ObjC hybrid parser 
z  Scriptable 
z  SDK framework 
z  Console based 
z  Allows remote connection 

& manipulation of running app www.cycript.org	



Theos 
An open source hooking platform 
z  Create dylib out of templates 
z  No need for original source code 
z  Attaches to process via Cydia 

substrate injection 



Theos-Jailed 
A side project from Bishop 
Fox 
z  Targeting non-Jailbroken 

devices 
z  Only needs Dev account 
z  Injects Dylib inside binary 

h"ps://github.com/BishopFox/theos-jailed	



Theos-Jailed 



Fastlane.tools 
Automation framework 
for iOS/Mac Developers 
z  Open-source 
z  Interacts with developers 

portal 
z  Ruby-based 

h"ps://fastlane.tools/	



Su-a-Cyder:  
Home-Brewed iOS Malware 

PoC Generator 



(demo) 

h"ps://github.com/Mi3Security/su-a-cyder	



Home-Brewed iOS Malware 
vs. the Corporate 



Potential Corporate 
Targets 
z  Circumventing MDM/EMM/MRM 

Clients 
z  Circumventing internal stores 

(Emails, Docs, Apps) 
z  Profit $$$ 
 



Potential Corporate 
Targets 
z  Circumventing an MDM/EMM/

MRM clients 
 

 Demo (Compromised Agent) 



Potential Corporate 
Targets 
z  Circumventing MDM/EMM/MRM 

Clients 
z  VPN Clients, Corporate Messenger 

Applications 



Potential Corporate 
Targets 
z  Circumventing MDM/EMM/MRM 

Clients 
z  VPN Clients, Corporate Messenger 

Applications 
 

  (Demo) 



Potential Corporate 
Targets 
z  Circumventing MDM/EMM/MRM 

Clients 
z  VPN Clients, Corporate Messenger 

Applications 
z  Healthcare  
 



Potential Corporate 
Targets 
z  Circumventing MDM/EMM/MRM 

Clients 
z  VPN Clients, Corporate Messenger 

Applications 
z  Healthcare 
z  Finance Applications 
 



Potential 
Corporate Targets 
z  In Flight 

Entertainment  
Systems (Aviation 
Network) 

 
h"p://www.wired.com/2015/05/possible-passengers-

hack-commercial-aircraZ/	



Potential Corporate Targets – The future… 
Running Metasploit on a non-jailbroken corporate device? 

 



Potential Corporate Targets – The future… 
Running Metasploit on a non-jailbroken corporate device? 

 



Home-Brewed iOS Malware 
Targeting the Individual  



Personal Malware Capabilities 
z  Pinpoint GPS Locationing – Abusage   



Personal Malware Capabilities 
z  Address-Book Stealing 



Personal Malware Capabilities 
z  EXIF data extraction (GPS…) 



Personal Malware Capabilities 
z  Calendar Access 



h"ps://developer.apple.com/library/ios/documentaQon/
HealthKit/Reference/HealthKit_Framework/	

Personal Malware Capabilities 
z  Health Kit Access 



Personal Malware Capabilities 
z  Evil Skype Demo 



Hiding Personal Malware 
z  Invisible Icon + No Bundle 

Executable name + UI glitch 
z  No Taskbar persistency 
z  Hijacking CFURLs 



Hiding Personal Malware 
z  Invisible Icon + No Bundle 

Executable name + UI glitch 
z  No Taskbar lookup (no name) 
z  Hijacking CFURLs 



Hiding Personal Malware 
z  Invisible Icon + No Bundle 

Executable name + UI glitch 
z  No Taskbar persistency 
z  Abusing CFURLs 



Hiding Personal Malware 
z  Abusing CFURLs 



Hiding Personal Malware 
Abusing CFURLs – Demo (Evil Skype Launching) 



Passcode Lock 
Preferences – Management 
Battery Drain 
Weird Icons 
Unknown Bundles 

Detection & Mitigation 

App Profiling 
Brand Protection 
Network Awareness 
Responsive MDM/EMM 

Personal	Risk	 Corporate	Risk	



Questions & 
Answers 



Other Resources 
Claud Xiao, Palo-Alto Networks http://researchcenter.paloaltonetworks.com/author/claud-xiao/  
Cycript & Cydia  (www.cycript.org ) @saurik  
Theos tweaking system (Dustin Howett) 
libimobiledevice utilities (https://www.libimobiledevice.org )                
Bishop-fox, theos-jailed (https://github.com/BishopFox/theos-jailed) 
Asger Hautop Drewsen,insert_dylib (https://github.com/Tyilo/insert_dylib) 
Fastlane & Spaceship, an Apple development automation platform (https://fastlane.tools/) 
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